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André Platzer
Computer Science Department, Carnegie Mellon University, Pittsburgh, USA

Cyber-physical systems (CPSs) combine cyber effects (computation and/or
communication) with physical effects (motion or other physical processes). Cars,
aircraft, and robots are prime examples, because they move physically in space
in a way that is determined by discrete computerized control algorithms. Designing these algorithms to control CPSs is challenging due to their tight coupling
with physical behavior. At the same time, it is vital that these algorithms be
correct, since we rely on CPSs for safety-critical tasks like keeping aircraft from
colliding. In this course we will strive to answer the fundamental question posed
by Jeannette Wing:
”How can we provide people with cyber-physical systems they can
bet their lives on?”
The cornerstone of our course design are hybrid programs (HPs), which capture relevant dynamical aspects of CPSs in a simple programming language with
a simple semantics. One important aspect of HPs is that they directly allow the
programmer to refer to real-valued variables representing real quantities and
specify their dynamics as part of the HP.
This course will give you the required skills to formally analyze the CPSs
that are all around us – from power plants to pace makers and everything in
between – so that when you contribute to the design of a CPS, you are able
to understand important safety-critical aspects and feel confident designing and
analyzing system models. It will provide an excellent foundation for students
who seek industry positions and for students interested in pursuing research.
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Prerequisites

1. 15-122 Principles of Imperative Computation (or equivalent), and
2. 21-122 Integration, Differential Equations, and Approximation (or equivalent), and
3. (15-251 Great Theoretical Ideas in Computer Science or 21-241 Matrix algebra or 18-202 Mathematical Foundations of Electrical Engineering or equivalent)
The course assumes that you have taken an introductory programming course
such as 15-122, that you have seen basic differentiation and differential equations
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André Platzer

such as 21-122, and that you have had exposure to some form of mathematical
reasoning such as in 15-251, 21-241 or 18-202.
This course covers the basic required mathematical and logical background of
cyber-physical systems. You will be expected to follow extra background reading
material, which we will provide, as needed.
This course counts as a Logics/Languages elective in the Computer Science curriculum.
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Learning Outcomes

We organize the learning outcomes along the dimensions: modeling and control,
computational thinking, and CPS skills.
2.1

Modeling and Control

In the area of modeling and control, successful students will
– understand the core principles behind CPS. A solid understanding of
these core principles is important for anyone who wants to integrate cyber
and physical components to solve problems that no part could solve alone.
– develop models and controls. In order to understand, design, and analyze CPS, it is important to be able to develop models for the various
relevant aspects of a CPS design and to design controllers for the intended
functionalities based on appropriate specifications.
– identify the relevant dynamical aspects. It is important to be able to
identify which types of phenomena of a CPS have a relevant influence for the
purpose of understanding a particular property of a particular system. These
allow us to judge, for example, where it is important to manage stochastic
effects, or where a nondeterministic model is more adequate.
2.2

Computational Thinking

In the area of computational thinking, successful students should be able to
– identify specifications and critical properties. In order to develop correct CPS designs, it is important to identify what “correctness” means, how
a design may fail to be correct, and how to make it correct.
– understand abstraction and system architectures. They are essential
for the modular organization of CPS, and for the ability to reason about separate parts of a system independently. Because of the overwhelming practical
challenges, abstraction is more critical than in software design.
– express pre- and post-conditions and invariants for CPS models.
Pre- and post-conditions allow us to capture under which circumstance it is
safe to run a CPS or a part of a CPS design, and what safety entails. They
allow us to achieve what abstraction and hierarchies achieve at the system
level: decompose correctness of a full CPS into correctness of smaller pieces.
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Invariants achieve a similar decomposition by establishing which relations of
variables remain true no matter how long and how often the CPS runs.
– use design-by-invariant. In order to develop correct CPS designs, invariants are an important structuring principle guiding what the control has
to maintain in order to preserve the invariant. This guidance simplifies the
design process, because it applies locally at the level of individual localized
control decisions that preserve invariants without explicitly having to take
system-level closed-loop properties into account.
– reason rigorously about CPS models. Reasoning is required to ensure
correctness and find flaws in a CPS design. Both informal reasoning and
formal reasoning in a logic are important objectives for being able to establish
correctness.
– verify CPS models of appropriate scale. Formal verification helps finding and fixing bugs and proving correctness, which is helpful in all stages of
the CPS design. Verification is not only critical but, given the right abstractions, surprisingly feasible in high level CPS control designs.
2.3

CPS Skills

In the area of CPS skills, successful students will be able to
– understand the semantics of a CPS model. What may be easy in
a classical isolated program becomes very demanding when that program
interfaces with effects in the physical world. A full treatment of, e.g., the semantics of stochastic CPS effects is better placed in a specialized course. But
understanding the meaning of a CPS model with fewer dynamical aspects
and know how it will execute is fundamental to reasoning.
– develop an intuition for operational effects. Intuition for the joint operational effect of a CPS is crucial, e.g., about what the effect of a particular
discrete computer control algorithm on a continuous plant will be.
– use higher-level model-predictive control. The design of many CPS can
be guided systematically by adopting a higher-level model-predictive control
style in which verification and design go hand in hand. This successively
replaces constraints on the future evolution of the system by conditions on
the current state that ensure them.
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Programming Language

This course uses the programming language of hybrid programs (HPs), which
capture relevant dynamical aspects of CPS in a simple programming language
with a simple semantics. One important aspect of HPs is that they directly allow
the programmer to refer to real-valued variables representing real quantities
and specify their dynamics as part of the HP. The most distinctive features of
HPs are that they prominently feature differential equations, CPS contracts,
and nondeterminism. HPs support differential equations as statements, so that
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continuous models of the physical system dynamics can be captured as part of the
program directly. CPS contracts make program expectations explicit and localize
reasoning about its correctness. They are crucial for getting CPS designs reliable
enough to bet our lives on them. Nondeterminism is another feature required for
the adequacy of CPS models, e.g. for capturing choices in the system execution
or uncertainty about the environment. The course leverages differential dynamic
logic as a specification and verification language for reasoning about hybrid
programs.
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Course Materials

Detailed lecture notes and other course material will be made available on the
web page. There also is an optional textbook:
– André Platzer, Logical Analysis of Hybrid Systems: Proving Theorems for
Complex Dynamics. Springer, 2010.
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Student Evaluation

Students will be evaluated based on the following components: a set of homework
assignments (≈22%), labs (≈51%), including a final project entering the CPS
V&V Grand Prix worth ≈22%, a midterm exam (≈11%), a final exam (≈11%),
and participation in class and in online comments (≈5%). Grading is based on
points giving the above percentages approximately.
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Schedule
Cyber-Physical Systems
Differential Equations & Domains
Choice & Control
Safety & Contracts
Dynamical Systems & Dynamic Axioms
Truth & Proof
Control Loops & Invariants
Events & Responses
Differential Equations & Differential Invariants
Differential Equations & Proofs
Ghosts & Differential Ghosts
Differential Invariants & Proof Theory
Differential & Temporal Logic
Differential & Temporal Proofs
Virtual Substitution & Real Equations
Virtual Substitution & Real Arithmetic
Hybrid Systems & Games
Winning Strategies & Regions
Winning & Proving Hybrid Games
Game Proofs & Separations
Logical Theory & Completeness
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Individuals with Disabilities

Carnegie Mellon University makes every effort to provide accessible facilities and
programs for individuals with disabilities. If you have a disability and require accommodations, contact the Office of Disability Resources at access@andrew.cmu.edu.
Please let the instructors know early in the semester so that your needs may be
appropriately met.

