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Formally specifying, let alone verifying, properties of systems involving multiple programming languages is in-
herently challenging. We introduce Heterogeneous Dynamic Logic (HDL), a framework for combining reasoning
principles from distinct (dynamic) program logics in a modular and compositional way. HDL mirrors the archi-
tecture of satisfiability modulo theories (SMT): Individual dynamic logics, along with their calculi, are treated as
dynamic theories that can be combined to reason about heterogeneous systems whose components are verified
using different program logics. HDL provides two key operations: Lifting extends an individual dynamic theory
with new program constructs (e.g., the havoc operation or regular programs) and automatically augments its
calculus with sound reasoning principles for the new constructs; and Combination enables cross-language rea-
soning in a single modality via Heterogeneous Dynamic Theories, facilitating the reuse of existing proof infrastruc-
ture. By lifting combined theories with regular programs, we obtain heterogeneous control structures that allow
us to reason about intertwined cross-language behavior. We formalize dynamic theories, their lifting and combi-
nation, and prove the soundness of all proof rules in Isabelle. We also introduce a proof rule combining deductive
DL-based reasoning with reasoning principles from Kleene Algebras with Tests. Furthermore, we prove relative
completeness theorems for lifting and combination: Under usual assumptions, reasoning about lifted or com-
bined theories is no harder than reasoning about the constituent dynamic theories and their common first-order
structure (i.e., the “data theory”). We demonstrate HDL’s value by verifying an automotive case study where a
Java controller (formalized in Java dynamic logic) steers a plant model (formalized in differential dynamic logic).
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1 Introduction

Since its origins in Hoare logic [29] and Dijkstra’s weakest precondition predicate transformers [18],
formal verification has grown into a mature discipline, supporting a wide range of languages, from
bytecode [42, 58], C [16, 34], and Java [2, 11], to modern languages like Rust [4, 37] and even to hybrid
programs for cyber-physical systems [44]. While these individual “worlds” enjoy robust verification
infrastructures, it remains challenging to rigorously combine verification results across languages.
Yet, many modern systems, especially cyber-physical systems, are inherently heterogeneous and
would benefit from verification methodology enabling compositional reasoning across program
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logics. Crucially, this is not merely a tooling challenge, but raises the fundamental questions of how
semantics and proof principles of distinct program logics can be combined to specify and verify
heterogeneous systems. In practice, heterogeneous verification today often resorts to encoding one
system (e.g., a software controller) in the language of another (e.g., hybrid programs) [25, 33, 35, 54].
However, such encodings are neither seamless nor intuitive: They obscure structure due to incompat-
ible programming paradigms and fail to reuse existing tools available for the individual languages.

Dynamic Logic. We argue that Dynamic Logic (DL) provides a strong foundation for reasoning
about heterogeneous systems due to its expressiveness and its structural properties. DL generalizes
traditional verification techniques [18, 29] by treating programs as first-class citizens of the logic
embedded within modalities (rather than residing outside the logic). This enables DL to specify a
large variety of systems including imperative languages [27] or hybrid systems [44]. Crucially, DL’s
treatment of programs gives rise to a fully compositional logic that naturally supports properties
such as liveness [53] or incorrectness [50] as well as hyperproperties (e.g. refinement [38, 48, 59] or
secure information flow [8]) without necessitating specialized logics (as necessary for, e.g., Hoare
logic). However, prior DL frameworks are confined to a single, fixed programming language, and
are thus ill-suited for verifying heterogeneous systems that combine components from multiple
“worlds” (e.g. Java code and hybrid systems).

As a lighter-weight counterpart to (propositional) DL, Kleene Algebra with Tests [36] (KAT) is
an established, effective methodology for (automated) program verification. We introduce a proof
calculus capable of combining KAT reasoning with deductive DL reasoning. Section 7 demonstrates
how this combination can be leveraged to ease heterogeneous systems verification.

Satisfiability Modulo Theories. The success of satisfiability modulo theories (SMT) has transformed
first-order reasoning across a wide range of applications: By requiring a unified set of assumptions
(e.g., stable infiniteness [41]) from first-order theories, SMT solvers can delegate theory-specific
queries, e.g., involving integers or arrays, to specialized sub-solvers. Users can freely combine
theories within a single formula while theory combination mechanisms ensure soundness and, under
suitable assumptions, even completeness. The seminal results by Shostak, Nelson and Oppen, and
their subsequent extensions [6, 40, 41, 52, 56, 57] thus paved the way for the modular combination
of first-order theories. This enables a separation of concerns between theory-specific reasoning and
the logical structure connecting the theories. Inspired by this design, we ask: Can a similar, modular
structure be applied to program logics? That is, can we reason about heterogeneous programs
while preserving the semantics and proof rules established for individual languages? This paper
answers the question in the affirmative, building on the rigorous foundations of dynamic logic.

Contribution. This paper introduces Heterogeneous Dynamic Logic (HDL): The foundational formal
notions that allow DL to serve as a generalized, SMT-inspired vehicle to combine different program
logics (as dynamic theories), just like first-order logic serves as a vehicle to combine of different
data logics (as first-order theories). Heterogeneous Dynamic Logic supports two key operations:

o Lifting (Section 6) extends a given dynamic theory A with additional program constructs,
such as nondeterministic choice (A=, Section 6.1) or the closure over regular programs (A8,
Section 6.2). Lifting also automatically extends the dynamic theory’s calculus with sound
proof rules to reason about the extended programming language.

e Combination (Section 7) merges two dynamic theories A(®) and A®") (defined over distinct
programming languages A;,O), A;,l) ) into a single heterogeneous dynamic theory A. This new

dynamic theory supports heterogeneous programs in which programs from A}O) and Al(Dl) can
be composed freely using regular programs without the necessity of embeddings required in
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prior approaches. Combination also merges and extends the calculi of the individual theories
into a common, sound calculus for the heterogeneous dynamic theory.

This enables rigorous, modular reasoning over heterogeneous programs with deeply intertwined
behavior of programs stemming from individual logics. Along with a relatively complete proof
calculus for lifted/combined dynamic theories, we present an axiom leverages KAT-style equational
rewriting — coupling KAT’s reasoning principles with DL’s proof system. We introduce a formaliza-
tion of dynamic theories, their lifting and combination and their sound proof calculi in Isabelle in
a reusable manner via its Locale infrastructure (formalized Lemmas/Theorems are in cyan, see ??).

Overview. The remainder of this paper is structured as follows: Section 2 motivates the challenge
of heterogeneous verification using a concrete case study. Section 3 surveys prior attempts to support
general cross-language verification. Sections 4 and 5 introduce our notion of dynamic theories, a
generalization of dynamic logic with reduced assumptions, and demonstrate that our assumptions
suffice to recover well-known properties of “DL-like” logics. In this context, we also connect DL’s
proof calculus to equational reasoning via KAT. Section 6 presents lifting, an approach to extend
a given dynamic theory with additional program featues such as regular programs along with
deriving the necessary proof rules. To this end, we also prove that our regular program lifting results
in a KAT which enables tool reuse. Section 7 proves that the heterogeneous dynamic theory over two
dynamic theories is once again a dynamic theory. Corresponding additional proof rules are derived
including additional KAT-style identities which ease verification in practice. Finally, Section 8
establishes conditions under which relative completeness transfers from a dynamic theory to its
lifted and/or combined version. Section 9 showcases the utility of HDL on our automotive case study.

2 Motivation: Case Study

1] int x1 = v+1;
As an exemplary heterogeneous system we con- 5| ;0 1o © T
sider a car steered by a software controller 3| if(10000xx2 + (amax-amin)*Tx
. . . - 4 (amax*T + 200%x1) > -20000xaminx(p-1)) {

ertten in ]ava.whlle driving tovsfafds astop 5| pic ace - amin:
sign. To effectively leverage existing proof 6|3 else {
infrastructures, we wish to model the time- 37; ::?s'acc = (p>10000) ? 10 : -10;

) . . . ] is.acc = (this.acc > amax) ? amax :
continuous, physical system in Differential Dy- 9 (this.acc < amin) ? amin :
namic Logic [44] (d£) using KeYmaera X [22, 10 this.ace; 3

43, 44, 47].In contrast, we wish to verify the con- (a) Java Controller ctrl that can be analyzed using
troller using Java Dynamic Logic [7] (JavaDL) JavaDL.

via the verification tool KeY. env = (t =0 (X =vwV=at=1&t<T) );
(b) Environment model that can be analyzed in Differ-

Java Dynamic Logic. JavaDL allows reason-
ential Dynamic Logic (d£).

ing about Java programs [2, 7, 9] (including ex-
ceptions, heap state etc.). Consider the method a < this.acc
in Figure 1a serving as controller for a car ap- ctrlipe (x—9)ive vienv
proaching a stop sign at distance p with velocity  (c) The heterogeneous system (< denotes some kind
v: This method computes an acceleration via of assignment; semantics see Section 9).

the stateful field this.acc and brakes in case Fig. 1. Heterogeneous system case study

the condition in line 3 is satisfied. The method is not idempotent due to this.acc and its computa-
tion also depends on static variables amax, amin and T. While JavaDL (and KeY) is capable of verifying
Java programs, JavaDL cannot reason about physical dynamics, e.g. given as differential equations.

Differential Dynamic Logic. d L [44] allows reasoning about hybrid programs whose states evolve
either along discrete state transitions (variable assignments) or continuously along differential
equations. Consider the hybrid program env in Figure 1b: It sets a clock variable t to 0 and evolves x,
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v and t along a differential equation for a maximum time of T. The program describes the evolution
of a car’s position under constant acceleration a. Using the proof calculus implemented in the
theorem prover KeYmaera X [22, 43, 44, 47], we can (only) prove statements about hybrid programs.

Challenge. Both of the introduced verification methodologies come with strengths and weak-
nesses: While they excell at verifying properties for their “native” domain of computation, they lack
support for their respective counterpart. However, to verify the safety of the entire heterogeneous
system, we require a formalism that allows us to reason about the looped heterogeneous system
sketched in Figure 1c. We propose a general framework that gives a formal semantic to this sketch
and provides a proof calculus that emphasizes the reusage of proof infrastructure. Our framework
is not tied to the particular combination of languages discussed in this case study.

3 Related Work

We emphasize differences in comparison to related work here while deferring a more detailed
related work discussion to ??. Dynamic Logics have been instantiated for a wide range of behavioral
languages and properties [2, 3, 8, 10, 13, 17, 31, 38, 44, 45, 46, 50, 51, 53, 58, 59]. Unlike prior works,
we study their common principles and how their semantics can be combined in a uniform fashion.
Unlike Parameterized Dynamic Logic [60], we address the challenge of combining programming
languages while retaining existing proof calculi and provide a formalization of our results. In
contrast, literature on Satisfiability Modulo Theories extensively investigated theory combination [6,
40, 41, 56, 57], but is often limited to quantifier-free first-order segments and does not admit program
modalities. While deductive verification systems with intermediate languages [5, 20, 39] or some
model checking based techniques with a common exchange format [15, 32] enable the analysis
of heterogeneous systems, we deliberately avoid the need for a common shared programming
language. This, e.g., enables the integration of continuous program state transitions as observed
in, e.g., differential dynamic logic [44, 45]. Unlike Fibring [23, 24], our combination of logics goes
beyond the combination of “truth bearing” entities, by equally fibring programming languages
and their semantics (see Section 7.1). While the Unified Theories of Programming [21, 30] provide a
common framework for integrating diverse programming languages, they assume shared state and
require a reimplementation of program semantics inside the common framework. In contrast, we
emphasize reusage of proof infrastructure by reducing verification problems to the individual logics.
In comparison to contract-based verification approaches (e.g. CONTRACT-LIB [19] or PolyVer [14]),
we support a wider range of properties as over-approximating contracts limit application to safety
properties. Additionally, we explicitly formalize the interaction between homogeneous components,
i.e. we require no meta-level argument on the possibility or semantics of combination. Moreover,
unlike other approaches, our framework comes with a relative completeness guarantee: Under
reasonable assumptions any correct heterogeneous system can be proven correct. Kleene Algebra
Modulo Theories [26] (KAMT) proposes an approach to turn a client theory into a Kleene Algebra
with Tests. The objective of this framework is conceptually related to our regular program lifting and
product-based combination approach. In contrast to KAMT, we derive a dynamic logic which admits
quantifiers and hence provides us with a significantly more expressive logic that supports a wider
range of (hyper-)properties due to dynamic logic’s compositional nature. While this expressivity
prohibits the derivation of decidability results, we are able to prove relative completeness of our
calculus. As we show with axiom (E), where applicable, we can also integrate KAT/KAMT results
into our reasoning while, in general, providing a more powerful logic.
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4 Dynamic Theories

The foundation of our approach is the idea behind First-Order Dynamic Logic (FODL) [27, 28],
which extends first-order logic to a multi-modal logic where programs parameterize modalities.
For instance, for an integer first-order theory, the formula

modal operator

—_—
0<ov—->[w=ov+1],1<w (1)
N—— ——— ——
atom program atom

states that after all execution of w = v + 1, w is positive if v was non-negative. Unlike Hoare
triples [29] or predicate transformers [18], Dynamic Logic treats programs as first-class citi-
zens of formulas, enabling compositional reasoning about richer properties such as reachability
({(w =v+1) w > 0) and hyper-properties ([p] {(q) F).

Our contribution generalizes this principle: not only the first-order theory but also the underlying
program language can be chosen freely. We introduce dynamic theories: A minimal semantic
interface capturing the assumptions on programs and first-order reasoning. Concrete program logics
(existing or new) are instantiations of a dynamic theory; multiple such theories can be composed
into a heterogeneous dynamic theory that still satisfies the same interface. This composability
allows “stacking” theories while retaining derived proof rules. In Section 8 we show that this suffices
for a relative completeness result: Under reasonable assumptions, two relatively complete calculi
for two theories can be merged into one for their heterogeneous combination. By parameterizing
over both programs and atoms, our framework unifies diverse program logics and provides a
reusable foundation akin to SMT theory combination — ensuring that compliant dynamic logics
can interoperate and inherit proof rules automatically.

4.1 Syntax

To focus the presentation on the modal aspects of the logic, we abstract away from the term
structure of a Dynamic Logic’s first-order fragment and instead begin our investigation directly at
the level of first-order atoms. Consequently, the syntactic material of a Dynamic Logic is given via
the set of variables Ay the set of its first-order atoms A4 and the set of its programs Ap. We call
this the dynamic signature of a dynamic theory:

Definition 4.1 (Dynamic Signature). A dynamic signature A is given by a set of variables Ay, a set
of first-order atoms A4, and the set of programs Ap with all three sets pairwise disjoint. We denote this
as A = (Ay, Aa, Ap)

Given a signature A, we can define the structure of formulas that are part of a dynamic theory
in a manner that is similar to classical FODL while constraining programs and variables to all
syntactical constructs contained in A:

Definition 4.2 (A-formulas). Let A = (Ay,Aa,Ap) be a dynamic signature. Given a variable
v € Ay, an atom a € Ay, and a program p € Ap, A-formulas are defined by the following grammar:
F,G:=a|-F|FAG|YoF|[p] F

The set of all A-Formulas is denoted as Fml,. We denote the first-order fragment (i.e. all formulas
without any box modality) as FOLy C Fmly. Further, we introduce syntactic sugar for the diamond
modality, which we denote as (p) F = = [p] —F. Similarly, syntactic sugar can be introduced for
existential quantifiers and other logical connectives (V, —, .. .).

Example 4.1 (Syntax for Ordered Semirings). As a running example, consider an ordered semi-ring
(R, +, -, <) and an arbitrary set of variables A?f = {01, 09, ... }: We define terms as literalsc € L C R,
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variables v € A§ and any composition of terms with + and -. Atoms are any formulas of the form
t; < t, and programs have the form v = t; (for 1, t; terms and v € Azf). Together, these components
form a dynamic signature containing variables, atoms and programs.

4.2 Semantics

The previous section outlined the syntactic constructs necessary to define a dynamic theory. With
formulas of our dynamic theory defined, we can now focus on the semantic constructs that are
necessary to define a dynamic theory. To this end, we require five components: First, since we
are considering a modal logic, we require a state space S over which we can evaluate A-formulas.
Secondly, we require functions to evaluate the values of variables (V) w.r.t. some universe (U),
the truth-value of atoms (A), and the state-transition behavior of programs (). Each of these
components must satisfy some conditions. As will be shown below, once these components are
defined, we can define the evaluation of formulas. We now begin by defining state spaces and
variable evaluations:

Definition 4.3 (Universes, State Spaces and Variable Evaluation). Given a dynamic signature A
with variables Ay and a set U # O called universe, a state space S # 0 is defined as a set of states
together with a variable evaluation function V : 8 X Ay — U such that S and V satisfy:

(S INDEPENDENCE) Forall,0 € S andV C Ay ,there exists an v € S such that for allv € Ay:
V(w,v) =V (y,v) ifv € V and else V(w,v) = V(o,0)

This definition of state spaces slightly deviates from popular definitions of Dynamic Logic that
often consider the state space as the set of all mappings from Ay to U which for us corresponds to
defining V (y, v) = p(v). However, our set-based definition allows for more complex state spaces.
For example, we can globally exclude the possibility of a variable v taking on certain values § € U,
which can be leveraged for typed/sorted state spaces. Similarly, we can construct state spaces
that are formed by composing states from other state spaces (an example of this can be found in
Section 7). Importantly, the interpolation property retains a notion of well-formedness of the state
space: If there exists a state where a variable v € Ay is assigned some value § € U, then any other
state can also be modified so that v has that value §. For example, this can ensure that a variable
which (in a more fine-grained view of the dynamic theory) is an integer variable can indeed be
assigned all integer values independently of the remaining state. The interpolation property is
important for proving coincidence properties for formulas and programs that are crucial for the
derivation of the proof rules of dynamic theories. Going forward, for states y, o € S we will say p
and o are equal on V C Ay (denoted y =y o) whenever for allv € V it holds that V (g, v) = V(0,0).

With state spaces defined, we can now turn to the evaluation of atoms, which requires a function
that ensures that the evaluation of atoms depends only on a finite set of variables:

Definition 4.4 (Atom Evaluation). Given a dynamic signature A with variables Ay and atoms As
and a state space S we define a free variable overapproximation FV,4 : Ay — 2V and an atom
evaluation function A : Ay — 25 as any functions satisfying the following properties:

(FV,, COVERAGE) For any atom a € Ay and any states y,0 € S

if =¥V, (a)) O then p € A(a) iff o € A(a)
(FV4 FINITE) FV4(a) is finite for all atoms a € Ay4.

While the overapproximation property ensures that FV4 covers all variables that influence the
evaluation of a given atom, the finiteness property ensures that atoms are well-behaved in a sense
that is classically expected in first-order logic (where only variables that syntactically occur in the
finite formula can have an impact). These two properties are once again of particular importance
for coincidence properties essential for deriving the dynamic theory proof rules.
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With the semantics of state spaces and atoms defined, we can now move on to the evaluation of
programs. Similarly to the semantics of atoms, the semantics of programs also have side conditions
on how their behavior is influenced by variables. To this end, we define the program evaluation
function to satisfy the following constraints:

Definition 4.5 (Program Evaluation). Given a dynamic signature A with variables Ay and programs

Ap and a state space S we define a free variable overapproximation FVp : Ap — 22V and a program

evaluation function P : Ap — 25° as any functions satisfying the following properties:

(FVp COVERAGE) For all programs p € Ap, all states u, 0,0 € S, and any set V.2 FVp(p):
ifp=v oand (p,w) € P(p),
then there exists a state & such that (o,®) € P(p) and w =y &
(FVp FINTITE) For all programs p € Ap the result of FVp(p) is finite.
(EXTENSIONALITY) For all programs p € Ap and all states i, i,0,6 € S:

ifpt =a, fland o =y, G, then (p, 0) € P(p) iff (i, 6) € P(p)

The over-approximation property establishes that any variable possibly influencing the state
transition of a program p must be part of FVp(p). This is achieved by ensuring that if two states agree
on a superset of FVp(p), then there must exist “isomorphic” state transitions, i.e. state transitions
in P (p) where the resulting states equally agree on this set of variables. For the remainder of this
paper, it is paramount that this property is not just satisfied for FVp(p), but also for its supersets to
ensure equivalent effects on any variables written by p. The second condition ensures that this new
set of free variables is finite, too, which is relevant for central coincidence properties. Finally, the
extensionality property ensures that program behavior is only dependent on variable assignment
and not intensional differences between states. This is necessary to prove (syntactic and semantic)
coincidence properties. Based on these definitions, we can then define the domain of computation.
Together with the underlying syntactic material, this makes up a dynamic theory:

Definition 4.6 (Domain of Computation). Given a dynamic signature A, a domain of computation
of A (denoted as D = (U, S, V, A, FV4, P,FVp)) consists of:

o A universe U (see Definition 4.3)

o A corresponding state space S (see Definition 4.3)

o A variable evaluation function V' (see Definition 4.3)

o An atom evaluation function A and free variable overapproximation FV 4 (see Definition 4.4)
o A program evaluation function P and free variable overapproximation FVp (see Definition 4.5)

Definition 4.7 (Dynamic Theory). A dynamic theory is the combination of a dynamic signature A
and a corresponding domain of computation D. We denote a dynamic theory as A = (A, D).

Given a dynamic theory A = (A, D), we can then define the semantics of the A-formulas
described in Definition 4.2 as follows (for V € Ay we denote by VC the complement set Ay \ V' ):

Definition 4.8 (Semantics of Formulas). Consider a dynamic theory A = (A, D). We define the
semantics of A-formulas as follows:

Dla] = A(a) D[-F] =S\ D[F] DI[F AG] = D[F]| n D[G]
D]Vo F] = {p eS
D[lp) Fl={pueS|forallveS: (uo0) € P(p) impliesc € D[F]}

We say F is A-valid (denoted as =5 F) iff every state in S satisfies F, i.e. S = D[F]. If a particular
state u € S satisfies a formula F (i.e., p € D[F]) we denote this as p |=p F and say p satisfies F

forallveS:p =)t O implies o € D[[Fﬂ}
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or that F is A-satisfiable. For example, the formula F A [p] G is true in a state p if y |Ep F (ie. p
satisfies F) and if for every (y, o) € D[p] it holds that o |=a G (i.e. every such o satisfies G).

Example 4.2 (Semantics of Ordered Semiring). Recall the dynamic signature we constructed in
Example 4.1 for the ring (R, +, -, <): We define the universe U = R and the state space as the set
of all mappings from p : Ay — U. The variable evaluation function then is V* (1,0) = p(v).
For example, consider the case of R = Z: In this case, a variable can take on any integer value. A
concrete example of a formula in the dynamic theory over (Z, +, -, <) is Equation (1). The atom
evaluation function takes a state y and evaluates an atomic formula (and its resp. terms) w.r.t.
p(e p e Aty < ty) iff p(ty) < p(ty) in Z, where u(t) evaluates the variables in term t w.r.t.
1) For example, a state y satisfies the atom 0 < v in Equation (1) iff VZ(y,0) = p(v) > 0. The
program evaluation function for o = t; induces a transition relation (u,0) € PX(v =t;) iff
o(v) = u(ty). A concrete example of this is w = v + 1 in Equation (1): Here, (i, 0) € PZ(w =0 + 1)
iffo(w) =p(v+1) =p(v)+1 (and p =(wC o). The definition of FVX, Ffo can then be given via
straightforward syntactical analysis of terms and formulas. As discussed below in Lemma 4.2, this
yields an instantiation of a dynamic theory A® which satisfies all properties of Definition 4.6. It is
then easy to see that Equation (1) is indeed valid in A?: For any state with (v) > 0 and any state
transition to o such that o(w) = p(v) + 1 it holds that o(w) > 1 (as required by the atom on the
right of Equation (1)).

Relation to classical First-Order Dynamic Logic. The syntax and semantics of classical first-order
dynamic logic [28], are more restrictive in the supported structure of atoms and state spaces: State
spaces are assumed to be simple valuations [28, p. 293] (and not more complex constructs admitting
the evaluation of variables and atoms), and atoms are defined as predicates over terms [28, p. 103].
We demonstrate that axioms and proof rules derivable for classical, interpreted first-order dynamic
logic are equally derivable using our smaller set of assumptions; Moreover, this relaxation, in turn,
has two advantages: (1) The designer of a program logic, formalized as dynamic theory, can focus
on the particularities of the program logic at hand and obtain extensions like regular programs or
havoc operators for free (lifting, see Section 6), (2) Program logics formalized as dynamic theories
can be combined arbitrarily in a manner that admits compositional reasoning (heterogeneous
dynamic theories, see Section 7).

4.3 Static Semantics

For deriving proof rules, we need a precise notion of semantically free and bound variables, i.e.
those that affect or are affected by a formula or program. Definition 4.6 already assumes over-
approximations FV4/FVp of these sets that are typically defined syntactically: In programs over Z
(Example 4.2), variables in expressions are considered free, and those on the left of assignments
are bound. Such approximations are not exact: For instance, x := x + y — y changes no state and
hence has syntactically, but not semantically, free or bound variables. Exact computation of these
sets is undecidable [49]. As we have no knowledge on atom and program structure, syntactic
approximations are unavailable and we instead adopt the semantic approach from Platzer [43]:
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Definition 4.9 (Free and Bound Variables). Let p be some program and F be some formula over a
dynamic theory A = (A, D). Free variables FVz and bound variables BV are defined as follows:

FVA(F) = {v € Ay | exists j, i € S s.t. =0 jandp e D[F] 3 ﬁ}
FVa(p) = {0 € Ay | exists j1, fi,0c € S s.t. p =)0 fand (p,0) € P(p)

but there isno & s.t. o = ()¢ 6 and (fi,6) € P(p)}
BVa(p) ={v e Ay | existsp, i € S s.t. (p, fi) € P(p) andV(p,0) # V(i 0)}

We denote Varsp (p) = FVaA(p) UBVa(p). Going forward we will only use BV (p) and Varsy (p)
which combines both free and bound variables. The definition of free variables breaks down for
atoms depending on an infinite set of variables (e.g., consider some atom that is true iff an infinite
number of variables have value 1). However, we avoid this issue by assuming that FV4 is finite for
all atoms. Note that FV4(a) and FVp(p) resp. over-approximate FVa(a) and FVA(p) (see ??).

4.4 Instantiations of Dynamic Theories

Section 4 introduced an elaborate definition of dynamic theories. While the proof-theoretic value of
these definitions will become clear in the subsequent sections through the derivability of numerous
proof rules from the proposed assumptions, we should first examine whether these definitions are
sensible. To this end, we prove that three Dynamic Logics are instantiations of our definitions:

Lemma 4.1 (PDL as Dynamic Theory). Propositional Dynamic Logic over arbitrary atomic programs
and propositional atoms is an instantiation of a dynamic theory.

Lemma 4.2 (Semi-Ring First-Order Dynamic Logic as Dynamic Theory). Consider first-order atoms
(equality and less than) over terms of an ordered semi-ring (e.g. natural numbers, see Examples 4.1
and 4.2). The dynamic logic with programs of the form v =t where t is a term of the semi-ring is an
instantiation of a dynamic theory.

Proor SKETcH. To prove that Semi-Ring First-Order Dynamic Logic is a dynamic theory, we
prove that the state space, variables, atom and program evaluation, and their respective free variable
definitions (see Examples 4.1 and 4.2) satisfy the six requirements from Definitions 4.3 to 4.5. As
this logic’s state space is the set of all (unique) variable to universe mappings, S INDEPENDENCE
and EXTENSIONALITY is trivially satisfied. FV4 CovERAGE and FVp COVERAGE can be achieved by
constructing FV4 and FVp as sound syntactical analyses. FV4 FINITE and FVp FINITE are achieved
through the syntactic construction of atoms/programs which only touch a finite set of variables. O

Lemma 4.3 (Differential Dynamic Logic as Dynamic Theory). The variables, atoms, and programs
of Differential Dynamic Logic with semantics as formalized in the AFP [12] form a dynamic theory.

Consequently, all proof rules and results described below hold for these three dynamic theories.
While the logic from Lemma 4.2 might at first seem overly simplistic, we show in Section 6 that we
can lift this theory to support a wider range of programs. As discussed in Section 1, this paper is
not only about existing dynamic theories, but also about the ability to construct further dynamic
theories which are, by design, interoperable with the collection of existing dynamic theories.

4.5 Proof Calculi

From a program verification perspective, the objective of Dynamic Logics, and dynamic theories, is
to check that a program p satisfies properties. For example, we might want to verify that for all inputs
satisfying F, the program p satisfies the postcondition G. From a proof-theoretic perspective this

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 217. Publication date: June 2026.



217:10 Samuel Teuber, Mattias Ulbrich, André Platzer, and Bernhard Beckert

Q) ¢ V) ¢ = [a] ¢ (FVa(¢) NBVa(a) = 0)
Fa [a] ¢ (B) (Vo [a] ¢) < ([a] Yo ¢) (0 ¢ Varsy (a))
EB)lalp=(fly  (a=p) K ([a] (9 =) = (la] § = [a] ¥)

Fig. 2. Elementary axioms and proof rules for dynamic theories

corresponds to proving that dynamic theory formula F — [p] G is A-valid, i.e. that =p F — [p] G.
This is usually achieved by proof calculi that, from axioms and proof rules, derive that a certain
formula is valid.

For the purpose of this work, we consider a calculus to be a relation Fy€ 2™ x Fml, where
(T,F) € +p (denoted ' Fp F or +p Fiff T = 0) iff F can be derived from I' using the proof rules and
axioms of the calculus 5. We are only interested in sound proof calculi:

Definition 4.10 (Sound Calculus). For a dynamic theory A a proof calculus v is called sound iff for
all formulas F € Fmly it holds that -5 F implies |=p F.

In the present context, soundness is a compositional property: A proof calculus is sound if all
proof rules are sound and all instantiations of axioms are valid. Soundness is thus an inductive
consequence of the soundness of individual calculus steps, because the calculus iteratively generates
(valid) axiom instantiations and applies (sound) proof rules. For the remainder of this work, we
assume that all (elementary) dynamic theories A are equipped with a sound proof calculus Fx
that is complete w.r.t. propositional and uninterpreted first-order reasoning (e.g., by extending
the Hilbert or Sequent calculus). Section 5 extends this calculus with additional proof rules that
hold independently of a particular dynamic theory. Sections 6 and 7 extend and combine dynamic
theories and provide sound calculi building on the given calculus for A. This approach guarantees
compositionality: Although our theories become more expressive as we lift and merge them with
the proposed constructs, we can nonetheless reuse the calculus - of the original theory.

Equational Reasoning. In addition to proof rule based reasoning, our approach also supports
reasoning via a refinement [38] and an equivalence relation between programs:

Definition 4.11 (Program Refinement and Equivalence). We say a program p refines q (denoted as
p < q)iff forall (i, 0) € P(p) it holds that (u, o) € P(q). We say two programs are equal (denoted

q=q)iffpsqandqsp.
Lemma 4.4 (Equivalence Relation). The relation - = - is an equivalence relation on programs.

Throughout this work we will introduce known, proven identities - = - which can then be used
to justify the application of axiom (E) introduced in the next section. Additionally, we show that our
regular program lifting (Section 6.2) forms a Kleene Algebra with Tests [36] (KAT) over - < -,- =& - —
making it ammenable to rewriting and normalization based tooling for KAT.

5 Elementary Results and Proof Rules for Dynamic Theories

Concerning the semantic definitions of free and bound variables, we observe that the definitions
from Definition 4.9 exactly characterize the variables determining the valuation of a formula as well
as the footprint of a program. Importantly, all three definitions come with a minimality guarantee
that ensures we are not overly conservative in our estimation of which variables impact valuations:

Lemma 5.1 (Coincidence Lemma for Formulas & Minimality). For any dynamic theory A a formula
F has the same truth value in any two states that agree on FV(F) (i.e, forV =FVA(F), if S 3 u =y
f €S thenp € D[F] iff i € D[F]). The set of semantically free variables (FVy) is the smallest set
with this coincidence property.
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Lemma 5.2 (Coincidence Lemma for Programs & Minimality). For any dynamic theory A, consider
states y1,0, i € S such that p and o only differ on a finite set (i.e, {v € Ay | V(u,v) # V(o,0)} is
finite). If p =v o forV 2 FVa(p) and (u, fi) € P(p), then there existsac € S such that (0,6) € P(p)
and ji =y 6. The semantically free variables of a program (FV ) are the smallest set with this property.

Lemma 5.3 (Bounded Effect & Minimality). For any dynamic theory A, the set BV A (p) is the minimal
set with the bounded effect property: For all (u, o) € P(p) it holds that =Bva(p))C 7

Based on these results, we can now begin the derivation of a proof calculus for the validity of
A-formulas. To this end, we propose a Hilbert-style calculus with the usual first-order axioms.
Since we do not know the inner workings of programs p € Ap it is the obligation of the designer of
a dynamic theory to provide a suitable calculus to decompose and prove statements about such
atomic programs. However, we can nonetheless provide calculus rules that hold independently of
the concrete programs. A first set of these axioms and rules can be found in Figure 2. These rules will
be extended in the subsequent section by calculus rules for reasoning about the closure of regular
programs over the programs in Ap. By providing our calculus rules, we propose a compositional
calculus: The theory designer can focus on proof procedures for statements about (from our
perspective) atomic programs, while our rules provide the general, compositional principles that
are independent of the particular programming language at hand. To this end, we formalize the
soundness of the described axioms:

Theorem 5.1 (Soundness of Elementary Proof Rules). The proof rules and axioms in Figure 2 are
sound w.r.t. to any dynamic theory A.

The proof rule (G) and the axiom (V) are akin to first-order Hilbert-calculus generalization rules
by allowing us to wrap formulas into modalities. Barcan’s axiom (B) encodes a constant domain
property for the dynamic theory’s state space that emerges from the state space properties outlined
in Section 4. (V) allows us to eliminate programs that do not affect the postcondition while axiom
(K) allows distributing modalities across implications. Finally, (E) allows us to swap programs in
modalities for equivalent programs. As described in Theorem 5.1, we can prove the soundness of
these axioms independently of the considered state space, atomic formulas, and programs.

6 Lifting Dynamic Theories

In this section, we demonstrate, for the first time, the power of the concise formalization of necessary
properties for the construction of a dynamic theory: Given a dynamic theory A, we can extend its
functionality, e.g., by extending the structure of state spaces, atoms, or programs, with common
constructs. By proving that this extension again satisfies the properties outlined in Section 4, all
properties, proof rules, and axioms are lifted to the extended, more expressive, dynamic theory.
Similarly to conservative extensions in first-order theory, our lifting ensures that previously valid
axioms and formulas remain sound. Unlike conservative extensions, some liftings of dynamic
theories meaningfully extend the expressiveness of the logic’s programming language beyond the
original theory’s expressiveness by allowing new state transitions that were previously impossible.
The most prominent example of this is the introduction of loops in Section 6.2. In Section 6.1, we
begin by illustrating this principle for the havoc operator v = * which assigns the variable v to an
arbitrary value. Subsequently, in Section 6.2, we apply this approach to a more ambitious extension:
The closure of regular programs over Ap: In this instance, we provide axioms for the decomposition
of all regular program operators, including loop invariants and variants (the latter under minimal
assumptions about the availability of natural number constraints).
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6.1 Havoc Operator Lifting

On a syntactical level, lifting a dynamic theory A to a new dynamic theory A= amounts to
enhancing the original set of programs Ap with the havoc operator on all variables in Ay, i.e.
A" = ApU{v = * | v € Ay}. We can similarly extend A’s domain of computation D. Overall, this
amounts to the following lifting operation (-)™":

Definition 6.1 (Havoc Lift). Given a dynamic theory A we define A= = (A=, D=*) such that all
components of A and A=" are equal except for:

o A5 =ApU{o=x|0€ Ay} * FV"(p) =FVa(p) (forp € Ap)
o P=*(p) = P(p) (forp € Ap) .FV;*(U =x%) =0 (forv e Ay)

o P~ (v = *):{(,u,o)eSz|pE{U}C 0'} (veAy)

For any dynamic theory A we can prove that its havoc lifting A= again satisfies all properties of
a dynamic theory and consequently all properties, axioms and proof rules carry over:

Theorem 6.1 (Havoc Lifted Dynamic Theories). The havoc lift A=* of any dynamic theory A is a
dynamic theory.

For first-order atoms (A4) and the state space (S), the required properties for a dynamic theory
are still satisfied, because we did not modify these components. For programs, we ensured that
our semantic definition of havoc satisfies the properties asserted in Definition 4.5. While it is
advantageous that the properties proven for arbitrary dynamic theories carry over from A to A=,
the havoc lifting would be useless if properties of the specific theory A under consideration would
not carry over as well. If this were the case, all properties proven for a A under consideration would
have to be reproven for A= and the lifting operation would lose its utility. Fortunately, it turns out
that, syntactically, our new set of formulas is a superset of the original formulas, i.e. Fmly € Fmlp=-.
This raises the question of whether their semantics also carry over. Indeed, we can prove a calculus
rule which translates proofs about A into proofs about A=":

Lemma 6.1 (Havoc Reduction). For any dynamic theory A, the following proof rule is sound:
Fa ¢
FA=* (]5

Hence, we can reuse any decision procedure developed for determining the validity of formulas
in Fml, to determine the validity of formulas in the havoc-free fragment of Fmly=- and carry these

results over using (HR). Additionally, we prove the soundness of the well-known (==+) axiom for
the decomposition of the havoc operator:

(HR) (assuming ¢ € Fmly)

Lemma 6.2 (Havoc Axiom). For any dynamic theory A, the following axiom is sound in A=:

(=) ([v=+] ¢) & (Vo ¢)

Before we move to regular programs, let us recap what this section demonstrated: Given any
dynamic theory A, we can create a new dynamic theory A= which: (1) Has the additional program
primitive v = *; (2) Inherits the dynamic theory axioms (G),(V),(B) and (K); (3) Allows reuse of
existing proof infrastructure for A through (HR) (as a valid formula of A is also valid in A=*). The
remainder of this section, as well as Section 7, will demonstrate significantly more expressive lifting
procedures with the same properties: Transfer of proof rules and validity preservation.

Example 6.1 (Havoc Lifting for Semiring). Continuing the example of a dynamic theory over a
semi-ring AR defined in Examples 4.1 and 4.2: Using the lifting procedure above, we can lift this
dynamic theory to support the havoc operator resulting in the theory (AR):*. In addition to the
proof principles from A%, this theory also supports the proof rule (HR) and the axiom (:=+).
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6.2 Regular Program Lifting

Given a set of (atomic) programs, it is often useful to consider their regular programs closure, i.e., any
construction of programs obtained by sequential composition, nondeterministic choice, (first-order
logic) checks, and nondeterministic loops. This is an interesting set of programs, because it allows
constructing well-known imperative constructs such as if or while, from minimal set of operations.
It is also isomorphic to the program constructs considered in Kleene Algebra with Tests [36]. We
now show that any dynamic theory A can be lifted to this more expressive set of programs while
retaining the properties established above. To this end, we begin by defining the regular closure of
programs along with their semantics:

Definition 6.2 (Regular Closure). Given a dynamic theory A over programs Ap with program
evaluation function P we define the regular closure of programs, denoted A;fg via the following
grammar (wherer € Ap and Fror, € FOLA): p,q 5= r |p;q | pUgq | ? (Fror) | (P .
We then lift the program evaluation function to P ¢ as follows:

o P*€(r) = P(r) (forr € Ap)

o P*€(p;q) = {(,u, w) € S? | there exists 0 € S s.t. (u,0) € P™8(p) and (o,w) € ?)reg(q)}

o PIE(pU ) = PE(p) UPTE(g)

° Preg(? (FFOL)) = {(y, O') eS | HE D[[FFOLH andp =y O'}

o PE((p)7) = Unen PTE(p") where p° =2 (T) and p™' = (p:p")

To create a new dynamic theory, it remains to define the set of free variables FV;fg. To this
end, the free variables for r € Ap are defined as FVp(r), and the free variables under sequential
composition and nondeterministic choice are defined as the union of their components. The free
variables of a looped program (p)* are the free variables of p. For the check ? (Fror) we leverage our
knowledge about the free variables of atoms (encoded in FV,4) to construct the free variables of a
first-order formula (see ??). Note that popular definitions of ? (FroL) often enforce semantics where
it must be the case that y = v while we allow transitions to equivalent states as the usual definition
breaks our extensionality assumption in Definition 4.5 (since we allow distinct states y,0 € S
such that 1 =4, o). This particularity disappears if we assume S to be a “classical” mapping from
variables to values. We can then formally define the regular closure lift and prove that it constructs
once again a dynamic theory:

Definition 6.3 (Regular Closure Lift). For a dynamic theory A and its regular closure over programs
A;fg, Pre€ (see Definition 6.2) and FV;Deg as defined in ??, the regular closure lift is defined as:

A8 = ((Av, A, ARE), (U, S, V, A FV 4, PEFV,E))

Theorem 6.2 (Regular Closure over Dynamic Theory). The regular closure lift A™® of any dynamic
theory A is a dynamic theory.

Just as before, we can define a reduction rule which allows us to reuse proof results in A™8
that have already been shown for A. Additionally, our lifting comes with numerous axioms on the
decomposition of regular programs which we summarize in Figure 3 and are provably sound:

Lemma 6.3 (Regular Reduction). For any dynamic theory A, the following proof rule is sound:
FA g{)
F Areg ¢

Theorem 6.3 (Soundness of Proof Rules over Regular Closure). For any dynamic theory A the
axioms in Figure 3 are sound in A™8.

(RR) (assuming ¢ € Fmly)
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Fig. 3. Axioms for Regular Programs

The proof rules provided in Figure 3 allow us to decompose checks, sequential compositions
and nondeterminstic choice programs (see axioms (?),(;), (U)). Moreover, they allow the iterative
decomposition of loops as well as inductive invariant reasoning about loops (see axioms (*), (I)).
However, the axioms are, yet, insufficient for loop termination.

Loop Convergence. A significant strength of dynamic logics, and hence dynamic theories, is their
ability to reason about partial and total correctness via the dual diamond and box modalities. To
this end, it is sometimes necessary to not only reason about loop invariants (via (I)), but also about
loop variants to prove progress. To this end, consider a formula (p*) F: Here, we must prove that
running program p in a loop eventually leads to a state satisfying F. This is usually achieved via
well-founded induction proofs: Given a formula ¢(N) that is satisfied for a sufficiently large N € N,
one iteration of p ensures that #(N — 1) is satisfied in the post state. If $(0) implies F, this proves
that F becomes satisfied after iteratively running p for a sufficiently large number of steps. This
requires counting. However, due to the generality of our assumed state space, we currently have no
way of counting or performing well-founded induction. Hence, we now propose a set of additional
assumptions that allow us to introduce a loop termination rule:

Definition 6.4 (Inductive Expressivity). Given some dynamic theory A, assume some function
N : U — N mapping elements from the universe to natural numbers. We say a variablev € Ay is
integer expressive w.r.t. N iff for alln € N there exists a state p € S such that N (V (p,v)) = n. Let
Ay be a set of such variables. We say A has inductive expressivity iff for some given N there exist
two functions nat,;, nat- : A%,N — FOL, and one function nat. : Ayn — FOL, such that:

(PosITIVE SOUND) For any variablev € Ayy and any state i € S:
u € Dnatso(0)] ifF N(V(,0)) >0
(EQuAL SoUND) For variables v,w € Ayy withv # w and any state y € S:
p € Dlnat=(o,w)] if N(V(i,0)) = N(V (1, w))
(PLus ONE SouUND) For variablesv, w € Ay withv # w and any state i € S:
p € Dlnatyy (v, w)] iff  IN(V(g,0)) +1) = N(V (1, w))

This inductive expressivity yields all that is required to prove loop convergence, which enables us
to prove loop termination and reachability of certain states via loop iteration. To this end, dynamic
logics usually are equipped with an axiom that looks something like this:

[p"] (Vo ((0>0A¢(0)) = (p) ¢(v-1)) = Yo ($(0) = (p*) ¢(0)) (v ¢ Vars(p))

This axioms formalizes the well-founded induction argument outlined above: If ¢(v) is satisfied
and one iteration of p allows us to reach a state satisfying ¢(v — 1), then we can reach a state with
¢(0) by iterating the execution of p (assuming v is a natural number). To prove loop reachability
properties, we also want an axiom like this one in the regular closure over our dynamic theory;
however, we lack any means to parameterize formulas with specific variables. After all, our theory
so far makes no assumptions about how atomic formulas in A4 evaluate w.r.t. variables beyond the
definition of FV 4. Hence, we derive the following axiom which can be proven independently of the
dynamic theory at hand so long as the properties from Definition 6.4 are given:
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Lemma 6.4 (Loop Convergence Rule). For any inductively expressive dynamic theory A, the following
axiom is sound for its regular closure A™8 for any integer expressive distinct variables v,w € Ayy
withw € FV (@) and v, w ¢ Vars (p):

© ([p*] (Vo (natso (v) = (p) (Yw (naty; (w,0) = Vo (nat= (v, w) = ¢))))))
— (Yo (¢ = (p*) (Fo (-nat>o (0) A ¢))))

Note that once we apply nat;;, nat- or nat.( to concrete variables, they reduce to a concrete
A-formula yielding a concrete instantiation of axiom (C). Importantly, we cannot subtract from
v within a single predicate since any predicate (including nat,;) requires a reference point from
which to subtract 1. We mitigate this by employing the helper variable w. To demonstrate the utility
of the additional assumptions, we have also proven that a concrete Dynamic Logic instantiates the
properties defined in Definition 6.4:

Lemma 6.5 (Semi-Ring First-Order Dynamic Logic over Natural Numbers). The semi-ring dynamic
theory AR (from Lemma 4.2), instantiated for natural numbers or integers (resp. denoted A or AZ), is

inductively expressive. Consequently, axiom (C) is a sound axiom for its havoc lifted, regular closure
reg

(=)™ esp. ((4%)7) )

Example 6.2 (Regular Program Lifting for Ordered Semiring). We reconsider the example of a
dynamic logic over an ordered semiring (R, +, -, <) for R = Z: As seen in Lemma 6.5, this dynamic
theory is inductively expressive. Hence, all axioms derived up to this point(Figures 2 and 3 as well

)\ €8
as (HR),(RR),(:=%),(C)) apply to its havoc lifted, regular closure ((AZ)— ) . From a very simple
definition of assignment, we have thus derived a dynamic theory with full support for regular

programs and nondeterministic assignment. For example, the following program is part of this
dynamic theory:

1<no[x=0i=002G(<n;x=x+ii=i+1)52(=(<n)] 2+sx<n=(n+1) (2

This formula asserts that x is no larger than the Gauss formula predicts after summing up the
first n integers. Based on our simple definitions in Examples 4.1 and 4.2 we can now perform

=% reg
reasoning about programs like the one in Equation (2). In fact, ((AZ) ) provides the equivalent

of a guarded command language over integers and, as will be shown in Section 8, a relatively
complete proof calculus for it. In fact, our initial definition of AZ even could have omitted the
assignment programs (by initializing A% = () by defining assignment as syntactic sugar for havoc
and check [1]:

v=t=(w=x?2(<wAw<t);0=x2(0<wAw<0)) forweA%fresh

Kleene Algebra with Tests. In contrast to the formula-based approach presented in this section so
far, Kleene Algebra with Tests, as an orthogonal direction of research, proposes to prove properties
over regular programs of the kind discussed in this section using equational rewriting and normal-
ization. Indeed, our definition of regular programs cannot only be used to derive standard axioms
of dynamic logic, but it can equally be used to prove the axioms of a Kleene Algebra with Tests
w.r.t. our refinement and equality relations - < - and - = -

Theorem 6.4 (Regular Closure forms KAT). The program constructs of the regular closure lifting
satisfy all axioms of a Kleene Algebra with Tests (see ??) where + is U, - is;, 1 is ? (T), (-)* is the
nondeterministic loop and the boolean algebra is constructed over checks ? (-)'.

For negation of check constructs we introduce an additional operator which aggregates and negates a given program
consisting purely of checks (see ??).
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In combination with axiom (E), this insight allows us to mix-and-match proof tactics from Kleene
Algebra with Tests with proof tactics from dynamic logic.

7 Heterogeneous Dynamic Theories

We have shown how any dynamic theory A can be lifted for more complex behavior—either via
havoc (A=) or via the regular closure (A™). In both cases, the developer of a logic can focus on
axiomatizing their concrete program constructs while reusing existing components to increase
expressiveness.

We now enhance dynamic theories further by combining multiple theories to reason about
heterogeneous systems, whose components operate on different domains of computation, but may
interact. Heterogeneous theories serve two purposes: (1) they provide a unified framework that
explicitly models both systems and their interactions, and (2) they enable rigorous reasoning about
the overall system by reusing results and proof calculi from the homogeneous component theories.
The heterogeneous proof calculus decomposes obligations to the individual theories, analogous to
how reasoning over regular programs reduces to reasoning over atomic programs.

Given two dynamic theories A?), A() we first construct a simple heterogeneous theory AV over
Al(g0> v Al(t,l), then lift it with havoc and regular closure. The resulting fully heterogeneous dynamic
theory A provides an expressive logic combining A® and A" with all axioms from Sections 5
and 6 included.

7.1 Simple Heterogeneous Dynamic Theories

We assume we are given two dynamic theories A, A() and begin by defining the state space of
our new dynamic theory:

Definition 7.1 (Heterogeneous State Space). Given two dynamic theories A9, A and their resp.
state spaces S'©), SV we define the heterogeneous state space as S = S(©) x S, For a given state
(1, V) € S variable evaluation is defined as follows:

0 0 (0)
Y ((IJ(O) ‘u(l)) U) _ VO (10) ve Ay,
> > (V(l) (;1(1),0) = AEII)

A priori, the behavior modeled in A(®) and A(") hence happens in isolation. However, similarly
to reasoning about concurrent systems, the appeal of reasoning about heterogeneous systems lies
precisely in the interaction of these a priori independent behaviors. Hence, to relate the behavior of
these two independent state space components, we introduce a new set of atoms (denoted A'}) to
reason about and relate y(*) and py(V:

Definition 7.2 (Heterogeneous Atoms). Given two dynamic theories A(©), AV and their heteroge-
neous state space S we define a new set of heterogeneous atoms A} over variables A{) = AE,O) U Ag,l)

with an evaluation function A" : A} — 25 and a free variable function FV) : A — 2V such that
the constructs satisfy the atom evaluation requirements from Definition 4.4.

Heterogeneous Atoms can be considered the dynamic theory counterpart to mixed terms in the
first-order theory combination. Just like in the case of theory combination, these terms allow us
to constrain the relation between values in both worlds. Based on these definitions, we can now
proceed to define the syntactic materials of our simple heterogeneous dynamic theory:
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Definition 7.3 (Simple Heterogeneous Dynamic Signature). Given two dynamic theories A, AV
with resp. signatures A9, AV and a set of heterogeneous atoms A} over A© AW (see Definition 7.2)

we define the simple heterogeneous dynamic signature as A(°V) = (AAV, Aa, A}Ol)) with:
Ay = AP UALY Ka = ADuAPUAY AP = AP UAD

The domain of computation, i.e. the semantical definition of our new dynamic theory then
naturally follows:

Definition 7.4 (Simple Heterogeneous Domain of Computation). Given two dynamic theories
A, A and notation as in Definition 7.3 we define the simple heterogeneous domain of computation
DOV gs follows:
e The universe is the combination of individual universes: U=UO vy
o The state space is the heterogeneous state space S over A, AW ith the corresponding variable
evaluation functionV (see Definition 7.1)
o The atom evaluation function A and program evaluation function P°V) is given as below (with
corresponding free variable functions FV 4, FVI(JOD as defined in 7?).

A (@) xSV aeAl

~ p(O) A(O)
A@) = {8 x AV (@) ae A P = {PMEP; ) EAI()l)
A" (a) aeA p) PEAp

The notation of our simple heterogeneous signature A°Y) and the simple heterogeneous dynamic
theory DV is already giving a hint at the components of the dynamic theory which are here to stay
for the fully heterogeneous version (denoted with (f)) vs. components of the simple heterogeneous
theory that still require further refinement (denoted with (-)(®D): While the universe, state space,
variables and atoms remain as-is, the range of admissible programs will still be extended. Before we
lift A©°D to a more expressive set of programs, we begin by showing that our simple heterogeneous
dynamic signature and domain of computation indeed form a dynamic theory:

Theorem 7.1 (Simple Heterogeneous Dynamic Theories). Assume two dynamic theories A, AV
and a corresponding set of heterogeneous atoms A7), then A" and DV as defined in Definitions 7.3
and 7.4 form a dynamic theory A°V as defined in Definition 4.7. All axioms and proof rules from
Figure 2 carry over.

This result unlocks the first four proof rules for A(®"). However, the range of properties we will
be able to formalize and prove with A(°)) are still underwhelming: Each modality in A(°Y) can only
contain a program from A®) or a program from AV, but not both. Before we lift this limitation in
the next section, we first consider how this logic relates to another technique for combining logics,
namely fibring.

Relation to Fibring. By explicitly labeling the modalities w.r.t. the contained program (i.e. [p] F
becomes [p] O F for p € AE,O) and [p](l) F otherwise), we can interpret this logic as a “multi-
dynamic logic” with two distinct modal operators. This approximately corresponds to what could
be achived via fibring [24] of dynamic logics where we could combine the truth bearing entities
of A and A", While fibring allows for the combination of truth-bearing entities from A(®) and
AW it does not recognize programs as first-class citizes. Hence, it cannot integrate their respective
program constructs which restricts the expressive power of analyzable systems. In particular, it
cannot capture systems involving, e.g., intricate control structures such as loops. Instead, fibring is
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confined to modeling systems that can be decomposed into a (nondeterministic) finite, sequential
compositions of homogeneous subsystems. Importantly, our dynamic theory does not have two
distinct modalities. This key difference allows us to apply the lifting procedures devised in Section 6
which naturally yields a significantly more expressive program logic.

7.2 Fully Heterogeneous Dynamic Theories

Using the lifting procedures from Section 6 we can define the fully heterogeneous dynamic theory,
supporting the composition of homogeneous programs using all regular program constructs, in a
straightforward manner:

Definition 7.5 (Fully Heterogeneous Dynamic Theories). Given two dynamic theories A, AV
and a corresponding set of heterogeneous atoms A’ forming the simple heterogeneous dynamic theory

~ =\ Feg
AD | we define the fully heterogeneous dynamic theory over A, AV as A = ((A(Ol)) ) with
(-)"& and ()™ as given in Theorem 6.1 and Theorem 6.2.

As planned, we can recover all axioms established above (with the exception of (C) for which the
requirements will be discussed below):

Theorem 7.2 (Fully Heterogeneous Dynamic Theories). Given two dynamic theories A, A and
a corresponding set of heterogeneous atoms A} the fully heterogeneous dynamic theory A is a dynamic
theory. Proof rules and axioms from Figure 3 as well as axioms (HR),(=+), and (RR) carry over to A.

Just as for the regular closure over programs of one dynamic theory, the construction of a
heterogeneous dynamic theory over two theories would be entirely devoid of purpose if validity
wouldn’t carry over from the individual logics to the combined one. Fortunately, we can show that
for any pure A /A -formula the validity w.r.t. A©) /A() entails the validity w.r.t. A:

Lemma 7.1 (Heterogeneous Reduction). For any fully heterogeneous dynamic theory A over arbi-
trary A, AW the following proof rules are sound:

F F
(HRO) a0 ¢ (assuming ¢ € Fml, () (HR1) Fam §
A ¢ Fa ¢
Loop Convergence. In order for the loop convergence rule to carry over as well, we require that
our heterogeneous dynamic theory A is inductively expressive. To this end, we note that whenever
one of the homogeneous dynamic theories A©® AW s inductive, then the heterogeneous dynamic

theory is inductive as well:

(assuming ¢ € Fml,))

Lemma 7.2 (Inductive Expressivity of A). Let A be inductively expressive, then there exists a
(constructive) adjusted function N such that A is inductively expressive w.r.t. the variables AE/OR)I. The
same holds in case AV is inductively expressive.

Depending on whether we use a loop convergence rule inherited from A® or from AV, we
denote it as (C?)) or (CV), respectively.

Program Rewriting. While not strictly necessary for relative completeness, it turns out that
axiom (E) is of particular appeal for the verification of heterogeneous systems in cases where our
heterogeneous dynamic theory contains (at least) one homogeneous dynamic theory which is lifted
with regular programs. To demonstrate the utility of equational program rewriting, consider the
program mixed = | :(¢1 U q2)*) .where we have marked homogeneous program constructs
in blue and while fully heterogeneous program constructs are marked in magenta. In this
instance, we would now have to take account of program compositions in three different proof
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calculi: The proof calculus of for the sequential composition ; and
the proof calculus of homogeneous dynamic theory 2 for U and (-)*. Additionally. we need the
proof calculus of the heterogeneous dynamic theory for ; and the outer loop (-)". Likely, there are
cases where a more elegant proof could be achieved by reasoning about all regular programs at the
heterogeneous level. To this end, we prove an additional set of identities:

Theorem 7.3 (Heterogeneous Rewriting). Let A, A be two dynamic theories and let A be the
fully heterogeneous dynamic theory over (A(O))reg and AV . Then the following identities hold where

programs of A are in magenta and programs of (A®)*® are in blue:
7(9) =7(4) aUf=zaUp ap=afp ()" = ()"
Using these identities, we can derive that dmixed = @unmixed = ( ;02 (g1 U q2)” )X This allows

us to atomatize the appearances of homogeneous programs in the case where logics with regular
program support are turned into a heterogeneous theory: Any appearance of @pixed in some
formula can then be replaced by an appearance of aynmixed Using axiom (E). While the idea that a
homogeneous loop may be replaced by a heterogeneous loop (and vice-versa) may seem obvious,
Theorem 7.3 along with axiom (E) turns this knowledge into a set of proof rules that may be applied
in practice.

8 Relative Completeness

The expressivity of heterogeneous dynamic logic, enabling us to reason about intertwined hetero-
geneous dynamics, would equally be its downfall if the expressivity were to keep us from verifying
properties in practice. To this end, we usually desire to formalize dynamic logics in a way that
guarantees relative completeness, i.e. the property that any valid formula can also been proven
valid if we assume the availability of an oracle for first-order validity. This property is interesting,
because it guarantees that, using the given calculus, proving properties about the dynamic logic
is “no harder” than proving properties about its underlying (first-order) data theory. In ?? we
present a calculus of meta properties which allows us to reason about relative completeness and
related properties for lifted and combined dynamic logics. Due to space constraints, we focus the
exposition of the paper to one central result, namely the preservation of relative completeness
under combination in heterogeneous dynamic theories: Under common, reasonable assumptions,
for two dynamic theories with relatively complete proof calculi their combination with a fully
heterogeneous dynamic theory’s proof calculus is once again relatively complete:

Theorem 8.1 (Relative Completeness of Fully Heterogeneous Dynamic Theories). Let A, A1)
be two relatively complete (??), FOL expressive (??), Gidel Expressive (??) dynamic theories with finite
support (2?) that are communicating in AV (22). Then the fully heterogeneous dynamic theory A
with its proof calculus v is relatively complete.

9 Case Study

To address the case study presented in Section 2, we first derive results about the individual two
components. Subsequently, we merge these results into a system level gurantee.

Java. For the Java component ctrl we wish to verify that once the relative distance to the stop
sign (given as p) becomes too small it must brake by choosing an appropriate acceleration. Using
JavaDL and the proof calculus implemented in the interactive theorem prover KeY [2, 7], we can
then derive the result below. We do not only prove properties on the result of this.acc, but also on
the preservation of the heap structure and the field values of A, B, and T (mechanized proof in KeY):
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Lemma 9.1 (Correctness of ctrl). The following JavaDL formula is valid®:

A>0AAT =AA B < this.acc <AA
B<OAB  =BA heap_assumptions () A
T>0AT =TA = [etrl] (brake_cond — this.acc = B) A
heap_assumptions () AT =AAB  =BAT =T

ctrlPre ctrlPost

with brake_cond abbreviating 10*(v + 1)% + (A — B)T(AT + 200(v + 1)) > —2- 10*B(p — 1).

Differential Dynamic Logic. Using the proof calculus implemented in the theorem prover KeYmaera X,
we can prove statements about hybrid programs. For example, we can prove the following formula
valid which shows (under some assumptions) that x will always be at most s (the stop sign’s
position) and an additional invariant after execution of env (proof mechanized in KeYmaera X):

Lemma 9.2 (Evolution of env). The following formula is valid in d L:

invariant
A>0AB>0A P —

T> 0 A acc_assumptions A | — [env] | (x < sA x++1*/(2B) < s
x+1/(2B) < s

envPre
envPost

with the following abbreviation for acc_assumptions:
(—BS a<=A/\((x+§3+(%+l)(%+Tv) >s) —>ai—B))V(vi0/\ai0)

Heterogeneous Safety. Both d L and JavaDL are instantiations of dynamic theories and we can
hence construct a fully heterogeneous dynamic theory A(#72V2£) called differential JavaDL, over
A@L) and AU2vaDL) To this end, we add heterogeneous atoms to A"} with respective evaluation
A" for any integer variable v in JavaDL and any real arithmetic variable w in d £:

e int2real (v, w) with y € A" (int2real (v, w)) if Z 3V (1, v) =V (1, w)

e round (v, w)

with y € A" (round (v, w)) iff v (1, v) € Z and 4% (p,v) =05 < 4% (g, w) < vV (g, v) +0.5

These atoms allow us to explicitly model the communication between A(¢£) and A(2V3L) which is
all we need to model the full heterogeneous system in A(#23L) After executing the controller we
anonymize the d.L variable a and set it to the value of the Java variable in this.acc via a check
using the atomic formula int2real. Based on the updated acceleration we execute the environment
env and similarly retrieve the new position and velocity. This can be formalized as

ctrl; @ = ctrl; (a:=+*; ?(int2real (this.acc,a=* 100)); env; p = *; v = %; ? (coupling))

where we abbreviate coupling = (round (p, 100 (s — x)) A round (v, 100v)). Using our heteroge-
neous calculus we can then prove that our heterogeneous system never overshoots the stop sign:

Lemma 9.3 (Safety of the Heterogeneous System). The following formula is valid in A(472v2L) ;
coupledPre — [(ctrl; @)*] x <'s (3)

Proor SKETCH. We provide a sketch how our heterogeneous calculus can be leveraged to prove
Lemma 9 3 via Lemmas 9.1 and 9.2 (> additional proof branches see ??):
For the actual proof we require further assumptions which we summarize as heap_assumptions. This concerns the correct
initialization of the heap, the correct instantiation of Java objects, etc. While this paper denotes object fields as variables
(e.g. A), these values are technically obtained via a rigid function which we omit for clarity [2].
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(HRO) # (KeY: Lemma 9.1) * (FOL) using Lemma 9.2
- ¢1 — [ctrl] ctrlPost ( coupledPre — ¢3 see ?‘% ’
@1 A ¢y — [ctrl] (ctrlPost A ¢7) coupledPre — [ctrl] ¢3 ((ctrlPost A ¢3) A ¢3)
coupledPre — [ctrl] ((ctrlPost A ¢) A ¢3) — [&] coupledPre

?7?
coupledPre = (ctrlPost A ¢2) A ¢3 ()

coupledPre — [ctrl] [&] coupledPre

coupledPre — [ctrl; &] coupledPre

coupledPre — [(ctrl; &)*] coupledPre

coupledPre — [(ctrl; o?)*] x<s

The validity of this formula guarantees safety (x < s) for any number of control-environment loop
iterations assuming coupledPre (see ??). First, note that there is no straight forward way to even
specify this desired behavior without HDL as it represents a system level guarantee only emerging
from the looped interaction of Java and the hybrid program. Secondly, note that our calculus proves
this result by decomposing proof obligations until the JavaDL and d.£ lemmas above are applicable.
This underscores the power of our logic to state and prove statements about systems that do not
neatly live in the world of a single dynamic theory, but require their interaction.

10 Conclusion

This work introduces Heterogeneous Dynamic Logic, a compositional framework for the verification
of heterogeneous programs. Similarly to how Satisfiability Modulo Theories modularly combines
data logics to construct more expressive, combined first-order theories, Heterogeneous Dynamic
Logic modularly combines program logics to construct more expressive, combined heterogeneous
program logics. The resulting heterogeneous dynamic theories enable not only the specification of
otherwise hard to formalize properties (see Sections 2 and 9), but also their verification by providing
a proof calculus that decomposes problems in a manner that is compatible with existing homoge-
neous verification infrastructure - including, both, classical dynamic logic calculi and KAT-based
equational reasoning. Section 8 shows, under common assumptions, that heterogeneous proof
calculi inherit not just rules and axioms but also relative completeness. This proves that verifying
heterogeneous programs is no harder than verifying properties about the homogeneous programs
and their shared first-order structure (i.e., their data logic). Our proof theory of heterogeneous
systems will not only enable the combination of existing verification methodologies, but also serves
as a vehicle for future dynamic logic or KAT-based verification techniques, which can seamlessly
integrate with the existing ecosystem through HDL.

Data Availability

We provide our extensible Isabelle formalization on Zenodo [55].
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