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Cyber-Physical Systems

[train]safe(x) ?

Relating the two systems... — refinement [?]
..In a trusted way... — uniform substitution
..and automatically. — decision procedure
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Proving safety for CPS

[(((?safe(z,m);a:=A)Ua:=—B);t:=0;2' =v,0' = a,t' =1&t < 1)*]33 <m
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Proving safety for CPS

Q/\/\/\»Q'\/})(\)Q
o; 3
[(((?safe(z,m);a:= A) Ua:=—B);t ' = 0,0 = a,t —1&t<1) Jz <m
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Proving safety for CPS
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Proving safety for CPS

¥ =0&¢

[(((?safe(z,m);a:=A)Ua:=—B);t:=0;2' =v,0' =a,t' =1&t < l)*]x <m
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Differential Refinement Logic (dRL)

FOL C dL C dRL

Term: O.n==x|0+n|0-n]|6)
Formula: oY :=0<n|-¢|dAY|Vze|[a]p|a<p
Program: a,ﬂ:::?¢|x::9’x::*‘auﬁ‘a;ﬁ}a*’x’z@&w
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Using refinement
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Using refinement

Abstraction/rewriting tool:
a < B — ([Blg — [o]o)
(@:=3z:=2+2)=z:=5
State dependent:

[z:=y+1]((?z < y;aU %z > y; 8) = B)
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Using refinement

Abstraction/rewriting tool:
a < f = ([elg < [Bl9)
(@=3z=mP 2 ==
State dependent:
[z:=y+ 1]((if z < y then a else B) = B)
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dRL Calculus and
Uniform Substitution




(Some) Axioms of dRL

dL axioms:
(U])  [aUblp(E) ¢ [alp(T) A [B]p(Z) p(z)
©
(1) [as0lp(z) + [a]b]p(2) g
dRL-specific axioms:
(<) a <b— (lalp(z) < [b]p(T)) () ab<cd<a<cAlab<d
(<) a<b(a<cAc<b) (unloop) a* <b* < [a*](a < b)

(0DE) o’ = f(a) &plz) < ' = g(2) & q(a) & [/ = f(2) &p(@)](@ = g(z) A q(x))

KAT axioms,...
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Axioms soundness

() a;b<cd<+a<cAlalb<d

(unloop) a* <b* < [a*](a < b)

(ODE) 2 = f(z) &p(z) <2’ = g(z) & q(@) ¢ [2' = f(z) &p()](a" = g(z) A q())
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Axioms soundness

() a;b<cd<a<cAlalb<d

(unloop) a* <b* < [a*](a < b)

[a*](a < b) = (a < bA[aa < bA[a;ala < bA---)

—_————
a;a<b;b

(ODE) 2 = f(z) &p(z) <2’ = g(z) & q(@) ¢ [2' = f(z) &p()](a" = g(z) A q())
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Axioms soundness

() a;b<cd<a<cAlalb<d

(unloop) a* <b* < [a*](a < b)

(ODE) o' = f(x)&p(x) <2/ = g(z) & q(x) « [2' = f(z) &p(2)](z' = g(z) A q(x))
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Uniform Substitution

Axioms are formulas, instantiations are recovered by uniform substitution.

¢ .
(US) mlfd(gﬂ)) defined

Small microkernel: 2k lines of code for KeYmaera X + 300 for dRL (70% of axioms)’
Example
Foro={p+— ¢,a— a},

Vi
p — lalp

Usm if o(p — [a]p) is defined

"Thttps://github.com/LS-Lab/KeYmaeraX-release/tree/dRL
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Uniform Substitution

Axioms are formulas, instantiations are recovered by uniform substitution.

¢ .
(US) mlfd(gﬂ)) defined

Small microkernel: 2k lines of code for KeYmaera X + 300 for dRL (70% of axioms)’
Example
Foro={p+— ¢,a— a},

v
Usm if FV($) NBV(a) =0

"Thttps://github.com/LS-Lab/KeYmaeraX-release/tree/dRL
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Soundness of Uniform Substitution

“Do not introduce new free variables in a context where they are bound.

Static semantics is subtle.

cVex=27?zxisbound v
s z:=1Uy:=0]y>07?
* FV(a < B) = FV(a) UFV(B)
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Soundness of Uniform Substitution

“Do not introduce new free variables in a context where they are bound.

Static semantics is subtle.

* Voeax =27 xisbound v
- [z:=1Uy:=0]y >0 equivalentto[z:=1]y > 0 A [y:=0]y > 0. y is both?
* FV(a < B) = FV(a) UFV(B) U ((BV(a) UBV(B)) \ (MBV(c) N MBV(5)))
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Decidability




Subset of interest

Theorem
(ctrly;plant)” < (ctrly; plants)® is decidable.

Example of a decidable property

(((?safe(z,m);a:=A)Ua:=—B);t:=0;2' =v,0' =a,t' =1&t < 1)°
VI
(((?safer(z,m);a:=A)Ua:=—B);t:=0;2' =v,v' =a,t’' =1&t < 1)*
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Subset of interest

Theorem
(ctrly;plant)” < (ctrly; plants)® is decidable.

- No symbol

- ctrl; are loop-free

- ctrly is idempotent: ctriy; ctrly = ctris

- plant; are “nice” enough (e.g. time is explicit)

Example of a decidable property
=1&t<1)"

(((?safe(z,m);a:=A)Ua:=—B);t:=0;2' = v,0' =qa,t' =
VI

(((?safer(z,m);a:=A)Ua:=—B);t:=0;z' =v,v' = a,t' =1&t < 1)"
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Subset of interest

Theorem
(ctrly;plant)” < (ctrle; plants)* is decidable.

- No symbol

- ctrl; are loop-free

- ctrly is idempotent: ctrily; ctrly = ctris

- plant; are “nice” enough (e.g. time is explicit)

Example of a decidable property
=1&t<1)"

(((?safe(z,m);a:=A)Ua:=—B);t:=0;2' = v,0' =qa,t' =
VI

(((?safe(z,m);a:=A)Ua:=—B);t:=0;2' = v,v' = a,t' = 1&t < 0.5)"
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Subset of interest

Theorem
(ctrly;plant)” < (ctrle; plants)* is decidable.

- No symbol

- ctrl; are loop-free

- ctrly is idempotent: ctrily; ctrly = ctris

- plant; are “nice” enough (e.g. time is explicit)

Example of a decidable property
=1&t<1)"

(((?safe(z,m);a:=A)Ua:=—B);t:=0;2' = v,0' =qa,t' =
VI

((if safe(z,m) thena:=Aelse a:=—B);t:=0;2' =v,v' = a,t' =1&t < 1)*
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Proof outline

Handling discrete programs: ctrly < ctri,

Normalise ctrl; to x :=x; 7¢;(x, x1), then ctriy < ctrly iff ¢1(x,21) — ¢o(z, ™)
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Handling continuous programs: [ctrl;](§ = P(y,u) & ¢ <y = Q(y, u) & 1)

planty plants
(ODE) 2’ = f(z) &p(z) < 2’ = g(z) &q(@) © [2' = f(z) &p(2)](a" = g(z) A q(2))
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Proof outline

Handling discrete programs: ctrly < ctri,

Normalise ctrl; to x :=x; 7¢;(x, x1), then ctriy < ctrly iff ¢1(x,21) — ¢o(z, ™)

Handling continuous programs: [ctrl;](§ = P(y,u) & ¢ <y = Q(y, u) & 1)

planty plants
(ODE) 2’ = f(z) &p(z) < 2’ = g(z) &q(@) © [2' = f(z) &p(2)](a" = g(z) A q(2))
Remaining goal: [ctriy][plant,](P(y,u) = Q(y, w) A1)
Decidable when:
-y = P(y,u) solvable
- or ¢ of the form A, V; Qi;(x) = 0 [?]
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Conclusion

- Hybrid system refinement
— enables proof to use abstraction/rewriting for CPS

- Uniform substitution-style calculus
— easily implemented in KeYmaera X

- Decidability result on (ctrl; plant)* (yet to be implemented)
— a first step toward completeness
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Why implications?

(Uy) a<bUc+a<bVa<c
With ?¢;a:= AU ?=¢;a:=—B vV

But not z:=#;7¢p Uz :=x; 7

() ab<cd<a<cAlab<d

(a;b);¢ < a;(b;c) 4 a;b < aAla;blec < b;e.
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